The FAR specifies the probability that an imposter can use the Device (MPD) in a Personal Network (PN). An authentication device, and is, therefore, closely related to security. The method using biometrics, specifically face, is proposed in this traditional PIN code can achieve the FAR as low as 1 0n, where paper. A fast face detection and registration method based on a n is the length of the PIN digits. With the incorporation of Viola-Jones detector is implemented, and a face-authentication biometric authentication, the security at run time will be method based on subspace metrics is developed. Experiments realized. To guarantee the security both at logon time and run show that the authentication method is effective with an Equal tized-of the setricauthe ation tem and be Error Rate (EER) of 1.2%, despite its simplicity.
I. INTRODUCTION The FRR, on the other hand, is closely related to user convenience. A false reject will force the user to re-enter In the context of the Personal Netork (pN),athe securtynof biometric data, which will cause annoyance. This Ongoing authentication will constantly consume the work aims at building up a secure, convenient, and efficient computational resources of the MPD. Because the MPD interface between the MPD and the user in the PN.
operates in the PN, it offers the possibility that biometric This paper is organized as follows. Section II addresses the templates are stored in a central database and that the challenges of biometric authentication in the MPD, Section III authentication is done in the network. Although the constraints proposes our solution, and Section IV presents the preliminary on the algorithmic complexity become less stringent, this results of the proposed system. option brings a higher security risk. Firstly, when biometric data has to be transmitted over the network it is vulnerable to 11. BIOMETRIC AUTHENTICATION IN THE MPD eavesdropping [2] . Secondly, the biometric templates need to be stored in a database and are vulnerable to attacks [3] . These A. Security Aspects are problems difficult to solve. Conceptually, it is also There are two types of authentication in the MPD scenarios:
preferable to make the MPD authentication more independent authentication at logon time and at run time. The second type of other parts of the PN. of authentication is important because it can prevent Therefore, the authentication needs to be implemented in unauthorized users from taking an MPD in operation and the MPD, and this requires that the complexity ofthe algorithm accessing confidential user information from the PN.
be kept low, such that it can be executed on the MPD state-ofThe false-accept rate (FAR) and the false-reject rate (FRR) the-art hardware, and while executed, does not disturb other are used to quantify the biometric authentication performance.
MPD functions. simple, but need a large dataset in order to accurately estimate scheme which is very efficient by using simple rectangular the subspace. In the MPD application, the user is exposed binary features and the integral image [4] , and has proved to be extensively to the device, thus a large sample set can be robust against varying background and foreground. The obtained, which allows us to adopt a simple subspace method. training of the Viola-Jones detectors is slow, but the detector
The enrollment of the face authentication system includes only needs to be trained once offline, and then they can be the training of the subspace and the classifier. Suppose we have hardcoded in the device. The importance of accurate face registration (alignment to a columns, then the matrix X whose columns have zero mean reference) has been proved in [5] [6] . For the MPD application, can be calculated by subtracting the column mean x from a Viola Jones detector is trained for 13 different facial features every column of X. Then the eigenfaces are computed by (landmarks), as illustrated in the second row of Fig. 1 . These means of singular value decomposition (SVD). landmarks are combined into a shape, and then rigidly XO = USVT (1) registered to the reference shape. Furthermore, the face region where the columns of U are the eigenfaces spanning the is masked to exclude the background influences. As illustrated column space of X°, and the columns of V spanning the row in the third row of Fig. 1 that only the upper part of the face is space of X°. S is a diagonal matrix with the diagonal entries considered, which is relatively constant under varying being the singular values. Let the first k columns of U be Uk, expressions. Besides face registration, illumination with k such that most of the variance (e.g. 90%) is explained.
normalization is also an important issue in face recognition [7] .
The projection of xi on the face space is A simple high pass filter can act to equalize the luminance FRRi%) training the facial landmark detectors, the BiolD database is used [1 ] . The details of this process was reported in [12] .
After face and landmark detection, the face image is 2 1.185 registered to the size of 32 by 32, and the further reduced to 17x21 = 357 by masking. Illumination normalization is done 00 -2 4 6 81 0 by first filtering every image by a Gaussian low-pass filter, the FAR (%) scale of which normalized to 1/10 of the inter-ocular distance. Then this image is subtracted from the original image, retaining only the high-frequency details of the face.
V. CONCLUSIONS
For each individual, the face data was then split in such a way that 60% of the data are used for training the personal face
The security of the MPD in the PN is very important. Our space, 20% as the validation set for building the classifier, and work aims at building up a secure, convenient, and efficient 20% as the testing set for evaluating the performance of the connection between the MPD and the user in the PN, based on subspace and the classifier. The subspace has a dimensionality biometries authentication. Simple 
